Listing of the Claims 



1. (Currently amended) An apparatus comprising: 

a tamper resistant digital content recovery module to recover protected digital 
contents of various types in an obfuscated manner; 

a plurality of plain text digital content rendering modules communicatively 
coupled with each other in a hierarchical manner forming a hierarchy of modules, with 
selective combinations of the plain text digital content rendering modules wfrisfr to be 
selectively employed to render the recovered digital contents of the 
various corrosponding types, including one of the plain text digital content rendering 
modules occupying a root position of the hierarchy to exclusively receive all types of t he 
recovered digital contents to be rendered, of a ll typ e s, from the tamper resistant digital 
content recovery module; 

one or more storage units operative t o store said tamper resistant module and 
said plurality of plain text digital content rendering modules; and 

a processor coupled with the one or more storage units to execute the tamper 
resistant module and the plurality of plain text digital content rendering modules. 

2. (Currently amended) The apparatus of claim 1 , wherein the tamper resistant 
digital content recovery module is equipped to verify to i ts satisfact i on that the plain text 
digital content rendering module occupying the root position of the hierarchy has not 
having been compromised, and to provide recovered digital content to the plain text 
digital content rendering module occupying the root position of the hierarchy, only upon 
having-se verified to its sat i sfact i on that the plain text digital content rendering module 
occupying the root position of the hierarchy has not having been compromised. 

3. (Currently amended) The apparatus of claim 2, wherein the tamper resistant 

digital content recovery module is equipped to verify the plain text digital content 
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rendering module occupying the root position of the hierarchy, responsive to a request 
from the plain text digital content rendering module occupying the root position of the 
hierarchy to recover a protected digital content. 

4. (Currently amended) The apparatus of claim 3, wherein the tamper resistant 
digital content recovery module is equipped to verify the plain text digital content 
rendering module occupying the root position of the hierarchy by verifying a signature of 
the plain text digital content rendering module occupying the root position. 

5. (Currently amended) The apparatus of claim 1 , wherein the hierarchy of modules 
includes a module occupying a non-leaf position in the hierarchy and a module 
occupying an immediate downstream position in the hierarchy from the non-leaf plain 
text digital content rendering module, and oach of at lo ast a subs e t of t he non-leaf plain 
toxt d i g i tal content r e ndering modules is equipped to verify to its satisfaction that the 
immediate downstream pla i n t e xt d i gita l content rondor i ng module or modules, i f any, 
have-as not having been compromised. 

6. (Currently amended) The apparatus of claim 5, wherein oach of tho suboot of t he 
non-leaf p lain t e xt d i gita l contont rend e ring modules is equipped to verify to sat i sfact i on 
that-the immediate downstream p l ain t e xt d i gita l contont r e nd e r i ng module or moduloo 
hasve not having been compromised, at least during initialization. 

7. (Currently amended) The apparatus of claim 6, wherein oach of tho subset of the 
non-leaf p la i n text dig i tal contont render i ng modules is equipped to further verify te-tts 
satisfaction that an the immediate downstream p l ain toxt digital cont e nt rondoring 
module or modul e s remains un-compromised before each transfer of recovered digital 
content to the immediate downstream p l a i n toxt digita l contont rondor i ng module. 
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8. (Currently amended) The apparatus of claim 5, wherein e ach of tho subset of the 
non-leaf p l a i n t e xt d i g i ta l cont e nt r e nd e r i ng modules is equipped to verify to-its 
sat i sfaction that the immediate downstream pla i n t e xt dig i tal cont e nt r e nd e r i ng module 
or modu l es hav e as not having been compromised by verifying corr e spond i ng a 
signature or s i gnatures of the immediate downstream p l a i n toxt d i g i ta l cont e nt r e nd e r i ng 
module or modu le s . 

9. (Currently amended) The apparatus of claim 1 , wherein the digital content of 
various types comprises streaming media contents of a plurality of media, and of a 
plurality of format types. 

1 0. (Currently amended) The apparatus of claim 1 , wherein the apparatus is a 
selected one of a wireless mobile phone, a palm sized personal digital assistant, a 
notebook computer, a set-top box, a desktop computer, a single processor server, a 
multi-processor server, ora«d a cluster of coupled systems. 

1 1 . (Original) The apparatus of claim 1 , wherein a first subset of the plain text digital 
content rendering modules are member modules of a first application domain, and a 
second subset of the plain text digital content rendering modules are member modules 
of a second application domain. 

12. (Currently amended) A processor implemented method, comprising: 

a root one of a plurality of hierarchically organized plain text digital content 
rendering modules collectively equipped adapted t o render digital contents of a plurality 
of types; 



requesting a tamper resistant digital content recovery module to recover a first 
protected digital content of a first type; 

verifying with t he tamper resistant digital content recovery module v e r i fy i ng t hat 
said root one of the plurality of hierarchically organized plain text digital content 
rendering modules has not been comprised; 

recovering with the tamper resistant digital content recovery module r e cov e r i ng 
the first protected digital content in an obfuscated manner-;afi4 

transferring the recovered first digital content to said root one of the plurality of 
hierarchically organized plain text digital content rendering modules; and 

rendering with said root one in conjunction with first at least one other one of said 
plurality of hierarchically organized plain text digital content rendering modules 
rendering said first digital content -; and 

verifying w ith e ach of said root and non le af one s, if any, of sa i d f i rst oth e r on e s 
of sa i d p l urality of h ie rarch i ca ll y organized d i g i ta l cont e nt r e nder i ng modu le s ^v e r i fy i ng 
of the modules that one of the first at least one other one of the modules occupying an 
immediate downstream position in the hierarchy of modules from the root module^ is 
uncompromised before transferring the first digital content to the verified immediate 
downstream module to further the rendering of the first digital content. 

13. (Currently amended) The method of claim 12, wherein the tamper resistant 
module verifies the root one of the plurality of hierarchically organized plain text digital 
content rendering modules by verifying rt sthe root one's signature. 

14. (Currently amended) The method of claim 12, wherein oach of said root a«4 
non leaf onesy i f any, of sa i d first othor ones of sa i d p l ural i ty of hierarch i ca l ly organ i z e d 
dig i ta l cont e nt r e nder i ng modul e s verifies theafi one of the first one other one that 



occupies an immediate downstream position in the hierarchy of modules from the root 
module is uncompromised by verifying the immediate downstream module's signature. 

15. (Currently amended) The method of claim 12, wherein the method further 
comprises e ach of said root and non - l e af onesr i f any, of sa i d first oth e r on e s of sa i d 
p l ura li ty of hi e rarchica ll y organ i zed d i g i ta l cont e nt r e nder i ng modu l es verifies tt seach 
module occupying an immediate downstream position in the hierarchy of modules 
from of the root modules.-ifajWr during initialization. 

16. (Currently amended) The method of claim 12, wherein the method further 
comprises 

the root one of the plurality of hierarchically organized plain text digital content 
rendering modules requesting the tamper resistant digital content recovery module to 
recover a second protected digital content of the same first type; 

the tamper resistant digital content recovery module verifying that said root one 
of the plurality of hierarchically organized plain text digital content rendering modules 
has not been comprised; 

the tamper resistant digital content recovery module recovering the second 
protected digital content in an obfuscated manner, and transferring the recovered 
second digital content to said root one of the plurality of hierarchically organized plain 
text digital content rendering modules; and 

said root one in conjunction with the same first at least one other one of said 
plurality of hierarchically organized digital content rendering modules rendering said 
second digital content, with e ach of said root and same non le af one&j i f any, of sa i d 
first at least one oth e r on e of sa i d plural i ty of hierarchical l y organ i z e d d i g i tal content 
r e nd e r i ng modu le s re-verifying theaa same immediate downstream module is 
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uncompromised before transferring the second digital content to the immediate 
downstream module to further the rendering of the second digital content. 

17. (Currently amended) The method of claim 12, wherein the method further 
comprises 

the root one of the plurality of hierarchically organized plain text digital content 
rendering modules requesting the tamper resistant digital content recovery module to 
recover a second protected digital content of a second type; 

the tamper resistant digital content recovery module verifying that said root one 
of the plurality of hierarchically organized plain text digital content rendering modules 
has not been comprised; 

the tamper resistant digital content recovery module recovering the second 
protected digital content in an obfuscated manner, and transferring the recovered 
second digital content to said root one of the plurality of hierarchically organized plain 
text digital content rendering modules; and 

said root one in conjunction with second at least one other one of said plurality of 
hierarchically organized digital content rendering modules rendering said second digital 
content, with e ach of said root and non le af onesr if any, of sa i d s e cond at le ast on e 
oth e r on e of sa i d p l ura li ty of h ie rarch i ca ll y organ i z e d d i gita l cont e nt r e nd e ring modul e s 
verifying one of the second at least one other one occupying an immediate downstream 
position in the hierarchy of modules from the root module is uncompromised before 
transferring the second digital content to the immediate downstream module to further 
the rendering of the second digital content. 

18. (Currently amended) An apparatus comprising: 

a plurality of digital content rendering modules communicatively coupled with 
each other in a hierarchical manner forming a hierarchy of modules, with selective 
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combinations of wfrish -the modules to be selectively employed to protectively render 
digital contents of various oorr e spond i ng types, including one of said digital content 
rendering modules occupying a root position of the hierarchy to exclusively receive the 
the various types of digital contents to be rendered, of a ll typ e s, from at le ast a s e parat e 
recovery module not part of the hierarchy of modules, the recovery module being 
responsible for recovering the digital contents from their ciphered states, and e ach of 
the non -le af on e s of th e d i g i tal cont e nt r e nd e r i ng root modules being r e sponsib le 
operative f or verifying to i ts own sat i sfact i on that its it ^s-a module occupying an 
immediate downstream position in the hierarchy of modules fromo f the root modules^ 
any, hav e as not having been compromised; 

one or more storage units to store said plurality of digital content rendering 
modules; and 

a processor coupled with the one or more storage units to execute the digital 
content rendering modules. 

1 9. (Currently amended) The apparatus of claim 1 8, wherein the hierarchy of 
modules includes a module occupying a non-leaf position in the hierarchy and a module 
occupying an immediate downstream position in the hierarchy from the non-leaf 
module, and e ach of the non-leaf on e s of th e d i g i ta l cont e nt r e nd e r i ng modules is 
equipped to verify to its sat i sfaction that t he immediate downstream module-ef 
modul e s, if any, hav e as no t having been compromised, at least during initialization. 

20. (Currently amended) The apparatus of claim 18, wherein the hierarchy of 
modules includes a module occupying a non-leaf position in the hierarchy and a module 
occupying an immediate downstream position in the hierarchy from the non-leaf 
module, and e ach of the non-leaf on e s of the d i gita l content rend e ring modules is 
equipped to further verify to ttsthe satisfact i on that an immediate downstream d i g i ta l 
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cont e nt rendering module remains uncompromised before each transfer of digital 
contents to the immediate downstream digital content rendering module. 

21 . (Currently amended) The apparatus of claim 20, wherein the hierarchy of 
modules includes a module occupying a non-leaf position in the hierarchy and a module 
occupying an immediate downstream position in the hierarchy from the non-leaf 
module, and oach of the non-leaf ones of tho digita l content rendering modules is 
equipped to verify to its satisfaction that t he immediate downstream d i g i tal content 
rondor i ng modu l e or module s, i f any, hav e as not having been compromised, by 
verifying correspond i ng a_signature or s i gnatures of the immediate downstream digita l 
content r e ndering modul e or mod u les. 

22. (Currently amended) The apparatus of claim 18, wherein the digital content of 
various types comprises streaming media contents of a plurality of media types, and of 
a plurality of format types. 

23. (Currently amended) The apparatus of claim 18, wherein the apparatus is a 
selected one of a wireless mobile phone, a palm sized personal digital assistant, a 
notebook computer, a set-top box, a desktop computer, a single processor server, a 
multi-processor server, oraod a cluster of coupled systems. 

24. (Currently amended) The apparatus of claim 18, wherein a first subset of the 
non l e af modules are member modules of a first application domain, and a second 
subset of the non le af modules modul e s are member modules of a second application 
domain. 

25. (Currently amended) A processor implemented method comprising: 
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verifying with e aeh -a root one of a plurality of hierarchically organized digital 
content rendering modulesv v e r i fv i nq that to i ts satisfact i on that oach of its e ach module 
that occupies an immediate downstream position in the hierarchy of modules from the 
root module , i f any, is ashas not having been w compromizsed, during an initialization 
period; 

exclusively receiving with thea root one of the plurality of hierarchically organized 
digital content rendering modules oxc l usivo l y rec e iv i ng a first digital content of a first 
type; and 

rendering in part with said root one of said modules i n conjunct i on w i th f i rst at 
l oast on e oth o r ono of sa i d p l ural i ty of hi e rarchica ll y organ i zed digital cont e nt rondor i ng 
modu l es rendering said first digital content-; 

re-verifving with e ach of said root and non l eaf one s of said modules that , if any, 
of sa i d f i rst othor on e s of said p l ural i ty of h i erarch i ca ll y organiz e d dig i ta l cont e nt 
rondor i ng modules further v e r i fy i ng one of the at least one other one of the modules 
occupying an immediate downstream position in the hierarchy of modules from the root 
module is uncomoromised : and 

b e for e transferring with said root one of said modules the first digital content to 
the re-verified immediate downstream module to further the rendering of the first digital 
content. 

26. (Currently amended) The method of claim 25, wherein e ach of said root and 
non l oaf o ne&r i f any, of said first other on e s of said plura li ty of h i erarchical l y organ i z e d 
d i gital content rendering modu le s verifies eacha* immediate downstream module is 
uncompromised by verifying the immediate downstream module's signature. 

27. (Currently amended) The method of claim 25, wherein the method further 
comprises 
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the root one of the plurality of hierarchically organized plain text digital content 
rendering modules receiving a second protected digital content of the same first type; 
and 

said root one in conjunction with the same first at least one other one of said 
plurality of hierarchically organized digital content rendering modules rendering said 
second digital content, with e ach of said root and same non le af onesr if any, of th e f i rst 
at le ast ono other on e of said p l ura li ty of h i erarchica ll y organiz e d d i g i ta l cont e nt 
r e nder i ng modul e s re-verifying the same one of the first at least one other one af> that 
occupies an immediate downstream position in the hierarchy of modules from the root 
module is uncompromised before transferring the second digital content to the 
immediate downstream module to further the rendering of the second digital content. 

28. (Currently amended) The method of claim 25, wherein the method further 
comprises 

the root one of the plurality of hierarchically organized plain text digital content 
rendering modules receiving a second protected digital content of a second type; and 

said root one in conjunction with second at least one other one of said plurality of 
hierarchically organized digital content rendering modules rendering said second digital 
content, with e ach of said root and non leaf onesy i f any, of tho socond at least ono 
other on e of sa i d p l ural i ty of h ie rarch i ca ll y organiz e d d i gita l content r e nd e r i ng modules 
re-verifying one of the second at least one other one occupying an immediate 
downstream position in the hierarchy of modules from the root module is 
uncompromised before transferring the second digital content to the re-verified one of 
the second at least one other one occupying an immediate downstream position in the 
hierarchy of modules from the root module to further the rendering of the second digital 
content. 
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29. (Currently amended) An article of manufacture comprising: 
a recordable medium; 

a first plurality of programming instructions recorded on said recordable medium, 
witb-said first programming instructions des i gned adapted t o program a computing 
device T to implement on the computing device T a tamper resistant digital content 
recovery module to recover protected digital contents of various types in an obfuscated 
manner; and 

a second plurality of programming instructions recorded on said recordable 
medium, with-said second programming instructions d e s i gn e d operative to program 
the a computing device T to implement on the computing device T a plurality of plain text 
digital content rendering modules^ said rendering modules communicatively coupled 
with each other in a hierarchical manner form i ng to form a hierarchy of modules, with 
s ele ctiv e comb i nat i ons of the plain text digital content rendering modules wh i ch to b e 
being selectively employed in combination to render the recovered digital contents of 
the various corr o spond i ng types T including one of the plain text digital content rendering 
modules occupying a root position of the hierarchy to exclusively receive all types of the 
recovered digital contents to be rendered, of a l l typ e s, from thea tamper resistant digital 
content recovery module. 

30. (Currently amended) The article of claim 29, wherein the tamper resistant digital 
content recovery module is equipped to verify to i ts sat i sfact i on that the plain text digital 
content rendering module occupying the root position of the hierarchy has not been 
compromised, and to provide recovered digital content to the plain text digital content 
rendering module occupying the root position of the hierarchy, only upon having so 
verified to i ts satisfact i on that the plain text digital content rendering module occupying 
the root position of the hierarchy has not been compromised. 
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31 . • (Currently amended) The article of claim 29, wherein the hierarchy of modules 
includes a module occupying a non-leaf position in the hierarchy and a module 
occupying an immediate downstream position in the hierarchy from the non-leaf 
module, and each of at least a subs e t of the pla i n t e xt dig i tal cont e nt r e nd e r i ng the non- 
leaf modules is equipped to verify to i ts sat i sfaction that the immediate downstream 
p l a i n t e xt dig i ta l cont e nt r e nd e r i ng module from the non-leaf module or modu le s, if any, 
have as not having been compromised. 

32. (Currently amended) The article of claim 29, wherein the digital content of 
various types comprises streaming media contents of a plurality of media, and of a 
plurality of format types. 

33. (Original) The article of claim 29, wherein the recordable medium is a selected 
one of a magnetically recordable medium and an optically recordable medium. 
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